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Abstract—A smart grid is the combination of networking
equipment to capture parameters related to the cyber domain,
as well as Advanced Metering Infrastructure (AMI) to obtain
necessary consumption data and physical domain parameters.
However, today’s cyber-physical grid systems are exposed to
numerous threats, which have increased in frequency due to the
integration of low-cost networking equipment and Internet of
Things (IoT) devices. If we know that any attack has occurred
in the grid, the operators can disconnect the utilities directly,
and knowing the type of cyberattack will help the operators
investigate the reason and solve it immediately. In this paper, we
have done an analysis of machine learning classifiers to detect
an attack case in the smart grid, as well as identify the type of
cyberattack using the Smart Grid Cyber-Physical Attack dataset
to help the operators disconnect the utilities and to investigate.
It has been found that Random Forest achieves the highest
accuracy of 98% while detecting the attack scenario, whereas
LightGBM achieves an accuracy of 99% while identifying the
type of attack. This result has been validated using 5-fold cross-
validation, which proves the robustness of Random Forest and
LightGBM in performing the task.

Index Terms—Smart Grid, Cyber-Physical Attack, Machine
Learning, Random Forest, 5 Fold Cross-validation, Light GBM

I. INTRODUCTION

With the course of time, the world is adopting smart grid
(SG) technology, as it offers various functionalities to energy
users as well as to regulatory authorities. Moreover, integration
of conventional nonrenewable sources with renewable sources
ensures bidirectional generation and demand response. An SG
incorporates various advanced electronic devices, including
smart meters in the AMI, to deliver perfect energy consump-
tion information and enable demand response at the consumer
level. At the transmission and distribution levels, various
types of devices are utilized to gather synchronized data,
automate protection mechanisms, and perform localized con-
trol operations. Additionally, IoT-enabled devices contribute
to enhanced situational awareness by providing crucial grid-
related insights.

However, this integration of IoT and networking technolo-
gies has introduced vulnerabilities, exposing the entire grid
system to potential cyberattacks. The primary cybersecurity
risks that allow attackers to infiltrate devices or control net-
works include internet access, misconfigured firewalls, un-
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secured wireless routers, and wired modems. Attacks can
impact both physical and cyber domain parameters. Physical
domain parameters include real and reactive power, three-
phase voltages and currents, system frequency, and others.
Anomalies in these values may indicate the existence of an
attack.

Due to the tendency of SG systems to be targeted for
security breaches, it is important for national energy regu-
latory bodies to implement proactive defense measures and
take swift actions aimed at detecting and countering possible
threats to SG systems. These threats include both physical
and cyberattacks, such as backdoor, brute force, false data
injection (FDI), ransomware, reverse shell, and others. These
attacks can occur either as a single attack or as multiple attacks
simultaneously. For this reason, there has long been a scarcity
of databases containing data on various attack types. Most
of the available databases contained only FDI data [1]. The
recently published Smart Grid Cyber-Physical Attack Dataset
[2]] is a vital contribution to the research community, as it
incorporates various features of data for the aforementioned
attacks. So, we decided to work with this dataset, and we
have:

(1) Pre-processed the dataset, taking the benign class and the
attack classes comprising the five attack types. Then applied
machine learning (ML) models with 5 fold cross-validation
analysis to determine the performance of the models and their
robustness. The result will help the operators identify an attack
scenario and take immediate steps.

(i) Declared classes for the various attack types (benign-
0, backdoor-1, brute force-2, etc.). Then performed correla-
tion heatmap analysis and principal component analysis to
determine the most significant parameters of the dataset that
contribute to detecting the various attack classes. In fact, this
part of our work can be seen as a multiclass detection so that
the operators can directly investigate the attack type and act
immediately.

II. LITERATURE REVIEW

In recent times, the protection of SG networks from various
cyber and physical domain attacks has become a much-
discussed topic. Sridhar et al. [3] emphasized the need for



securing smart grids against cyber threats that can disrupt
operations. A notable real-world example is the 2015 Ukraine
cyberattack [4], initially mistaken for a system fault but
later identified as a coordinated attack causing a nationwide
blackout. Since then, attack types such as FDI, brute force,
ransomware, backdoors, and reverse shells have been docu-
mented, among which FDI is the most prevalent.

SG systems continuously monitor generation and distribu-
tion parameters to enable responsive control. Various studies
have examined how cyberattacks impact these physical signals.
Linertz et al. [5] analyzed effects on grid frequency and
voltage, while Bragatto et al. [6] and Liang et al. [7] focused
on FDI’s influence on voltage regulation and system stability.
Real-world incidents like the Ukraine breach showed how
backdoors and reverse shells were exploited to disrupt breaker
operations, methods also found in ransomware attacks.

In terms of detection, Ten et al. [[8] developed early intrusion
detection based on cyber-domain event timing. PMU-based
techniques that monitor physical parameters like current and
voltage have also been explored, such as hierarchical temporal
memory (HTM) learning [9], though it lacks anomaly classi-
fication capabilities.

ML is increasingly adopted in grid monitoring [10f], yet
most methods focus narrowly on FDI attacks [[11]. Recent
surveys [12]] highlight growing interest in learning-based de-
tection using physical-domain metrics. Classic ML classifiers
like SVM, kNN, and ensemble models are widely used. For
instance, Himeur et al. [13] improved kNN for abnormal
consumption detection, while Rajalakshmi et al. [14] used
isolation forests to detect anomalies in current, voltage, and
power.

But most of these approaches were focused on binary classi-
fication of FDI injection. Alani et al. [[15]] proposed a two-stage
attack classification scheme: stage 1 detects anomalies, and
stage 2 classifies them into multiple attack categories like FDI,
DoS, replay, and jamming using machine learning classifiers.
But these attacks were focused on cyber domain parameters.
Therefore, a classification of various attacks pertaining to
the physical domain of smart grids will bridge the gap and
contribute to taking necessary precautions by integrating the
best classifier into AMIs.

III. METHODOLOGY

The overall workflow consists of dataset preprocessing and
normalization, followed by the application of ML classifiers.
The complete workflow is illustrated in Figure

A. Dataset Description

The Smart Grid Cyber-Physical Attack Dataset gives numer-
ical data of cyber and physical measurements under multiple
scenarios, including normal operation and various cyberattacks
such as backdoor, brute force, FDI, ransomware, and reverse
shell attacks. Each scenario contains paired cyber and physical
data files, allowing joint analysis across domains. Table[l] gives
a clear notion of the data types included in the dataset.

TABLE I: Smart Grid Cyber-Physical Attack Dataset

Scenario Description Class
Benign Normal grid operation 0
Backdoor Hidden entry point exploited 1
Brute Force Repeated login attempts 2
FDI Tampering with sensor data 3
Ransomware Data locked by encryption 4
Reverse Shell Remote control session 5

B. Dataset Pre-processing

1) Preprocessing for Binary Classification: For the pur-
pose of binary classification of attack, all attack categories
were consolidated into a single class (Attack = 1), while
benign instances were retained as label 0. To achieve balanced
class representation, benign samples (99,900) were matched
with an equal number of attack samples by randomly down-
sampling 19,980 instances from each attack category. This
process yielded a final dataset of 199,800 records, evenly
distributed between benign and attack classes. This dataset
pre-processing stage ensures a higher classification accuracy.
Figure [I] illustrates the overall preprocessing of the dataset
along with the distribution of data between the benign and
attack classes.

2) Preprocessing for Multiclass Classification: Over the
same dataset, we did the class assignment task so that the
machine learning model could detect various classes.

C. Dataset Analysis

1) Correlation Analysis: We calculated Pearson correlation
coefficients in order to assess feature relevance. ActivePower
and ReactivePower had the highest correlation with attack
classes, as shown in figure as expected by their high
discriminative power. Phase voltages and phase currents had
significant intercorrelation, suggesting that they contain re-
dundant information removed later by PCA. The correlation
heatmap highlights that ActivePower and ReactivePower show
the strongest correlation with the class label, indicating their
high discriminative power.

2) Feature Normalization: The Min—-Max normalization
was used in normalizing the numerical features in the dataset.
The transformation is given by the equation [I]

CU;J N min(x;)

max(z;) — min(x;) M
Where, min(x;) and max(x;) denote the minimum values
and maximum values of feature i, respectively. This scaling
constrains all numerical variables to the range [0,1].

3) Feature Distribution Analysis: To understand feature-
level discriminability, we visualized the normalized distribu-
tions of the top correlated features across eight classes, shown
in Figure [3] The x-axis represents normalized feature values
obtained through Min—Max scaling, while the y-axis indicates
the probability density. Instead of raw counts, it rescales the
histogram, which gives a probability density estimate that
allows comparison across features and classes.
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Fig. 1: End-to-end workflow of the cyber-physical attack detection task, from dataset preparation to model evaluation.
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Fig. 2: Correlation Heatmap

D. Training Procedures

1) Train, Test, and Validation set Selection: The dataset
was divided into training, validation, and testing sets with an
80%, 10%, and 10% proportion, respectively, using Python’s
Scikit-learn’s train_test_split function.

2) Batch Size Selection Rationale: A batch size of 2048
was used during training to ensure stable gradient updates and
efficient utilization of GPU resources. Instead of feeding all
the samples at once, the data were processed in mini-batches,
which balances memory efficiency with convergence stability.

E. 5-fold Cross-Validation

To ensure reliable evaluation and minimize bias from dataset
partitioning, a stratified 5-fold cross-validation strategy was
adopted. Here, the training dataset was divided into 5 equal
subsets, with 4 folds used for model training and the remaining
fold reserved for validation in each iteration. The performance
metrics obtained from all folds were then averaged to provide
a stable estimate of the model’s generalization ability. This was
implemented using the StratifiedKFold class from the scikit-
learn library in Python, which preserves the class distribution
across folds, thereby ensuring balanced validation splits for
multi-class attack detection.

F. Machine Learning-Based Classification Methods

Several ML classifiers were implemented to compare their
effectiveness in detecting cyberattacks from grid data.

1) Random Forest: It integrates the predictions of various
decision trees via majority voting. Averaging the results of the
trees reduces overfitting and achieves strong generalization. Its
robustness and ability to capture nonlinear relationships made
it the best-performing model in this study.
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Fig. 3: Histograms split by label for top-discriminative features

2) XGBoost: 1t is a gradient boosting framework that
constructs trees iteratively, where each subsequent tree refines
the previous ones’ errors. It is used for being very accurate
in prediction, especially during the processing of structured
tabular data.

3) LightGBM: 1t is also a boosting algorithm that is opti-
mized for speed and scalability. Employing histogram-based
feature evaluation and leaf-wise tree growth, it is very fast on
big datasets while keeping competitive accuracy.

4) k-Nearest Neighbors: It is a local-based method that
gives the class labels based on the majority vote among the
nearest neighbors. It is an easy and local data structure-based,
so it is appropriate to identify attacks that gather around some
local areas of the feature space.

G. Evaluation Metrics

1) Accuracy: 1t refers to the total proportion of properly
classified cases across all samples. It is measured by equation

TP+ TN
TP+TN+FP+FN

Accuracy = 2
where TP, FP, TN, and FN are true positives, false positives,
true negatives, and false negatives, respectively.
2) Precision: It indicates the reliability of positive predic-
tions, i.e., the proportion of predicted attacks that are truly
attacks. It can be measured by equation [3]

TP

Precision = W

3)
3) Recall: 1t indicates the model’s ability to properly rec-
ognize actual attacks. It is calculated by equation [4]

TP

Recall = m

“4)

4) Fl-score: It is the harmonic mean of precision (P) and
recall (R), which balances the risk of false positives and
negatives. It is measured by equation [5]

PxR
P+ R
5) ROC-AUC: It compresses this curve into one num-

ber, where larger numbers reflect the stronger discriminatory
power.

F1 — score =2 x

(&)

IV. RESULTS AND DISCUSSION
A. Overall Model Performance

Applying different classifiers, we observed that, for the
binary classification, RF has shown the best classification, with
an accuracy of 0.98, a precision of 0.99, a recall of 0.97,
an Fl-score of 0.98, and a 0.99 ROC-AUC, as supported by
the confusion matrix shown in Figure ] As the dataset was
cleaned and the attack classes and benign class were equal
in number, these models have shown a perfect classification.
The 5 fold cross-validation also validates this outstanding
performance of RF. Table [l shows the performance metrics of
classifiers employed to detect attack scenarios in the smart grid
cyber-physical attack dataset. Regarding the multiple attack

TABLE II: Performance comparison of Binary classification

Models Accuracy Precision Recall F1-Score ROC-AUC
Logistic Regression 0.61 0.59 0.73 0.65 0.67
SVM 0.62 0.60 0.74 0.66 0.67
kNN 0.95 0.95 0.94 0.95 0.97
XGBoost 0.96 0.96 0.95 0.95 0.98
LightGBM 0.96 0.98 0.94 0.96 0.98
Random Forest 0.98 0.99 0.97 0.98 0.99

classification, we saw that LightGBM has achieved the highest
accuracy of 0.99, with similar precision, recall, and F1-score.
This proves that LightGBM is capable of performing the
multiclass detection task in an almost perfect manner. Table
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TABLE III: Performance comparison of Multi-class classifi-
cation

Models Accuracy Precision Recall F1-Score ROC-AUC
kNN 0.93 0.92 0.93 0.93 0.97
CatBoost 0.98 0.97 0.97 0.97 1.00
XGBoost 0.98 0.98 0.98 0.98 1.00
LightGBM 0.99 0.99 0.99 0.99 1.00

[[IT shows the evaluation metrics of the four classifiers. These
results are also validated by the confusion matrix as shown in

Figure [3]

B. ROC-AUC Curve Analysis

The combined ROC-AUC analysis of the attack and benign
classification, as shown in Figure @ shows discrimination
(AUC= 0.999), followed closely by XGBoost (0.987) and
LightGBM (0.982). kNN also performed reasonably (0.976),
while logistic regression (0.672) and SVM (0.671) showed
weak separation. While in the case of the multiple attack
detection, LightGBM showed an ROC-AUC of 1.00, which
highlights the strong discriminative capacity of boosting-based
classifiers.

C. Feature Importance Analysis

Figure [7] shows the feature importance ranking from the
LightGBM model. Reactive power and active power are the
most influential features, while phase currents (I4, Ip, I¢c)
provide a moderate contribution. In contrast, voltages (Vy4,
VB, Vo) and the phase angle (O) have a lower impact.
This indicates that power-related attributes carry the strongest
discriminative information for separating benign and attack
classes.
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D. Generalization and Cross-Validation Analysis

To determine how well the top-performing RF model and
LightGBM generalize and to look for potential overfitting, a
learning curve was graphed, as in Figure [§] When the training
data size is small, validation accuracy is low compared to
training accuracy. When it is large enough, the two accuracies
improve and converge to each other, and the space between
the two curves is repeatedly small (less than 0.5%). This
convergence indicates how well it generalizes through unseen
data without being an overfitting model. A similar pattern was
seen during the multi-class classification scenario as well.
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E. Discussion of Findings

Model performance metrics show that RF, XGBoost, Light-
GBM, and kNN effectively detected attacks, with RF outper-
forming others due to its ability to capture nonlinear patterns.
While for the multiple attack detection scenario, LightGBM
performs the best. This supports the use of RF and LightGBM
in AMI systems to build reliable detection mechanisms for
various physical domain attacks in a smart grid.

Feature importance analysis revealed that reactive power is
the most critical indicator of attacks, likely because it’s easily
manipulated through power factor correction devices.

V. CONCLUSION AND FUTURE WORKS

Our work has presented an evaluation of a recently pub-
lished dataset comprising five categories of cyberattack data,
both in the physical and cyber domains. The RF model
achieves an accuracy of 98%, an Fl-score of 98%, and 99%
ROC-AUC, whereas LightGBM showed 99% accuracy and
other metrics while identifying various types of attacks. The
high metrics prove the high quality and less imbalance of the

training set. Analyzing the most contributing features to the
attack detection, we found that reactive power contributed the
most. This result indicates that reactive power values are very
easy to manipulate by adjusting power factor improvement
devices.

As this dataset was recently released and combines five
attack categories in both domains, there is a significant oppor-
tunity to expand this research work in some other directions.
As an example, future research could be devoted to anomaly
detection exclusively within the cyber domain as an exten-
sion of the physical domain analysis. Some recent advances,
including graph neural networks, can be employed over this
dataset to see how they perform.
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