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ABSTRACT

Enhanced Detection of Electricity Theft in Smart Grids Using a Machine
Learning Boosting Classifiers Based Voting Ensemble Model

Electricity theft poses a critical challenge among non-technical losses for electricity providers,
resulting in severe consequences such as compromised supply quality, increased generation
load, inflated bills for legitimate consumers, and broader economic repercussions. Smart grid
technology offers a promising avenue to mitigate such losses through advanced data analytics.
With the abundance of data generated by smart grid infrastructure, including individual power
consumption patterns, machine learning and deep learning methodologies emerge as effective
tools to accurately detect instances of electricity theft. However, existing schemes provide
suboptimal performance in electricity theft detection (ETD) due to challenges such as imbal-
anced data distributions, overfitting issues, handling high-dimensional data, and reliance on
individual schemes. In response to these limitations, this paper proposes a voting ensemble
model based on machine learning boosting classifiers. In this model, we incorporate Convo-
lutional Neural Networks (CNN), a widely recognized technique for feature extraction. The
framework encompasses three key components, such as data preprocessing, data balancing,
and classification, each addressing specific challenges in ETD. Notably, the proposed model
leverages the strengths of extreme gradient boosting (XGBoost), categorical boosting (Cat-
Boost), and light gradient boosting (LightGBM), enhancing its overall robustness and predic-
tive accuracy. Rigorous validation using diverse metrics underscores the efficacy of the model,
as evidenced by extensive simulations. Results indicate superior performance compared to in-

dividual models, with the proposed model achieving an impressive test accuracy of 99%.
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ATIATHFA

Enhanced Detection of Electricity Theft in Smart Grids Using a Machine
Learning Boosting Classifiers Based Voting Ensemble Model
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CHAPTER 1
INTRODUCTION

1.1 Introduction

Electricity theft (ET), a pervasive global issue, imposes significant financial burdens on utility
companies and escalates costs for consumers. The distinction between technical losses (TLs)
and non-technical losses (NTLs) underscores the human-driven nature of NTLs, which en-
compass activities like meter tampering, unauthorized connections, and billing irregularities.
These avoidable losses not only impact utility revenues but also disrupt energy demand fore-
casting and contribute to transmission and distribution inefficiencies. As traditional power
grids transition to smart grids (SGs), the integration of Advanced Metering Infrastructure
(AMI) offers a promising avenue for detecting instances of ET by providing granular data on
electricity consumption (EC). However, the proliferation of AMI introduces security vulner-
abilities, necessitating robust fraud detection mechanisms. Various machine learning (ML)
and deep learning (DL) models have emerged as potential solutions, ranging from support
vector machines (SVM) to deep convolutional neural networks (CNNs). While these mod-
els demonstrate promise, challenges persist, including low detection accuracy and high false

positive rates (FPR), particularly in the context of imbalanced datasets.

TLs are a part of any power distribution system. Meter manipulation, bypassing meters, di-
rect tapping from the lines, billing anomalies and, most significantly, power theft are human
actions rather than the mechanics of electricity transmission that produce NTLs [1]. These
avoidable losses are worrisome because they have a direct effect on utility companies’ bottom
lines, which in turn raises prices for customers and cuts funding for infrastructure upgrades.
Not only can ET cause revenue losses and safety issues, but it also makes it harder to accu-
rately predict energy demand, and it’s a major contributor to NTLs. Electric power loss is

currently one of the biggest problems with both conventional power grids and SGs. Transmis-



1.1 Introduction

sion and distribution losses rose from 11% in 1980 to 16% in 2000, as seen in the statistics
[2]. By incorporating AMI with SGs, electricity providers can now collect massive amounts of
data on energy use from smart meters in a very short amount of time. In order to detect cases
of ET, this data becomes useful [3]. The three main types of AMI security vulnerabilities
that might lead to NTL fraud are meter manipulation, network intrusion, and measurement
disruption [4]. Various models based on ML and DL have been suggested as solutions to the
problem of NTLs rather recently [S]. A few people used the classification-based SVM method
to separate the attack samples from the normal samples in the EC database [6]. Further data
analysis methods for identifying ET include state estimation [7], linear regression (LR) [8],
and matrix decomposition [9]. But when dealing with massive amounts of data, these tech-
niques won’t cut it. Zheng et al. [10] introduced a deep CNN model that is both wide and
detailed to analyze the ET habits of individual users. To detect power network energy thieves,
the authors provide a deep model based on clustering in [11]. The proposed approach divides
the EC data into many groups using a density-based clustering technique. EC samples that do
not belong to any cluster are called energy thieves. Another source that uses gradient boosting
techniques to generate Electricity Theft Detection (ETD) models is [12]. When applied to
ETDs, the boosting model yields a more noticeable gain in accuracy. In addition, the problem
of class imbalance is addressed by implementing synthetic theft attacks. Yet, the detection
accuracy of some of these approaches is rather low. Additionally, several of them have really
high FPR levels. These bad results might happen for a variety of reasons. Instead of build-
ing a voting ensemble model from several, diverse techniques, we employ the ML classifiers
individually in the ways stated above to get better performance in ETD. Also, results from ma-
jority class samples are biased due to how the imbalanced class issue is handled. Computer
vision and picture categorization are two areas where both traditional and DL approaches
have achieved remarkable success [13]. The capacity of DL approaches to process massive
datasets, autonomously extract features, and carry out intricate classification tasks led to their

incorporation into this study.



1.2 Research Motivation

Employing a sophisticated approach, our model integrates a soft voting mechanism to fuse
the predictive power of three prominent boosting algorithms: XGBoost, LightGBM, and Cat-
Boost. This ensemble technique synergizes the distinct strengths and perspectives of each
algorithm, culminating in a prediction model that exhibits heightened resilience and accuracy.
In the realm of ETD, this fusion of DL for feature extraction with ensemble boosting mod-
els has proven remarkably effective. This innovative modeling strategy signifies a significant
leap forward in harnessing the potential of state-of-the-art ML methods to address press-
ing real-world challenges. Through this amalgamation of advanced techniques, our research
endeavours to push the boundaries of what is achievable in the domain of ETD, ultimately

contributing to the advancement of energy security and grid resilience.

1.2 Research Motivation

With escalating energy consumption driven by technological progress and urban growth, tack-
ling ET becomes imperative to safeguard energy security, foster economic resilience, and pro-
mote sustainable development. Several factors contribute to the urgency of researching and
addressing ETD. Previous cases of ET have demonstrated the significant economic impact
it can have on utility companies and the broader economy. For utility companies, ET leads
to substantial revenue losses, as NTLs resulting from theft and fraud account for a signifi-
cant portion of overall revenue. These losses not only affect the financial viability of utility
companies but also result in higher electricity prices for consumers to offset the lost revenue.
Furthermore, ET undermines the stability and security of energy supply systems, placing
strain on the power grid and increasing the risk of blackouts and service interruptions. Such
disruptions can have far-reaching consequences, impacting businesses, industries, and critical
infrastructure, thereby hampering economic growth and development. Additionally, unautho-
rized consumption of electricity contributes to excessive energy usage and waste, exacerbating
environmental challenges such as greenhouse gas emissions and climate change. Addressing
ET is also crucial for promoting social equity, as it disproportionately affects vulnerable com-

munities and low-income households, further widening existing socioeconomic disparities.



1.3 Research Objectives

Rapid advancements in technology present new opportunities for detecting and preventing
ET, with smart meters, data analytics, and ML algorithms offering innovative solutions for
identifying suspicious EC patterns. Overall, conducting research on ETD is imperative for
mitigating economic losses, enhancing energy security, addressing environmental challenges,

promoting social equity, and leveraging technological advancements for the benefit of society.

By leveraging smart meters and advanced data analytics, our research aims to develop robust
solutions for identifying and addressing instances of theft and fraud in energy distribution
networks. By improving the accuracy and efficiency of detection methods, we seek to not
only mitigate financial losses but also enhance the reliability and resilience of the power grid.
Ultimately, our efforts align with the broader goals of promoting sustainable energy practices

and ensuring equitable access to electricity for all segments of society.

1.3 Research Objectives

In light of the identified gap in the area of theft detection, the research presented in this thesis
sets its primary goal to develop an ensemble model for the ETD system as mentioned in the
previous section. To carry out the project, the specific objectives of this work are outlined as

follows.

a) To investigate the daily EC patterns of both genuine users and those engaged in fraudu-

lent activities.

b) To analyze the dataset on power consumption that was obtained from State Grid Corpo-

ration of China (SGCC).
c¢) To develop machine learning algorithms for detecting electricity theft.

d) To validate and verify results with the existing models and propose a better model.

The expected outcome of this work is, therefore, that a new theft detection system will be

introduced, where ML models will be used to make the detection system.



1.4 Organization of the Thesis

1.4 Organization of the Thesis

This thesis is organized as follows.

Chapter 2 Captures the background of the proposed research, including previous and current

approaches taken for solutions.
Chapter 3 Presents the recommended systematic approach to the detection system.

Chapter 4 Rigorously evaluates the effectiveness of the scheme, analyzing its performance

and outcomes.

Chapter 5 Presents the conclusion of the thesis with a summary of the original contributions

and future work.



CHAPTER 2
RELATED WORKS

2.1 Introduction

Electricity theft poses a significant challenge to the stability and sustainability of power dis-
tribution systems worldwide. As utility companies grapple with the financial ramifications
of NTLs incurred through theft and unauthorized consumption, the need for robust detection
and mitigation strategies becomes increasingly pressing. In the realm of SGs, where AMI and
data analytics hold promise for enhancing operational efficiency and customer service, the
issue of ET takes on added complexity. This chapter delves into the multifaceted domain of
electricity theft detection within SGs, where the convergence of hardware innovations, data-
mining techniques, and ML algorithms offers novel avenues for identifying and mitigating
instances of theft. Against the backdrop of escalating energy demand, rising costs, and evolv-
ing grid dynamics, the research presented herein seeks to address the critical need for effective
and scalable solutions to combat ET. Through an in-depth examination of various methodolo-
gies and approaches, this chapter endeavours to elucidate the challenges, opportunities, and

emerging trends in the field of ETD within the context of SGs.

2.2 Theoretical Background and Literature Review

ETD is underpinned by a robust theoretical framework encompassing various domains perti-
nent to the energy sector. Drawing upon principles from electrical engineering and advanced
analytics, the effort seeks to understand and combat unauthorized consumption within power
grids. By analyzing intricate patterns in consumption data collected from smart meters and
other sources, researchers aim to identify anomalies indicative of fraudulent activities. Addi-
tionally, insights into the behavioural aspects of electricity theft provide valuable context, in-
forming the development of targeted detection methodologies. Through this interdisciplinary

approach, the researchers endeavour to devise effective strategies for mitigating energy theft



2.2 Theoretical Background and Literature Review

and safeguarding the integrity of power distribution systems. Furthermore, the literature re-
view delves into key studies and methodologies employed in the field of ETD. Insights from
criminology and behavioural economics shed light on the motivations behind ET, offering
valuable perspectives for devising countermeasures. Additionally, advancements in ML and
data analytics present promising avenues for enhancing detection accuracy and efficiency. By
synthesizing findings from diverse disciplines, the review underscores the importance of in-
terdisciplinary collaboration in addressing the complex challenges associated with ET. More-
over, it highlights the need for scalable and adaptable solutions capable of addressing evolv-
ing threats in the energy sector. Through a comprehensive review of existing literature, the
research aims to build upon prior knowledge and contribute to the advancement of effective

strategies for combating ET.

Research on ETD in SGs has recently gained importance, and researchers have been em-
ploying a number of approaches to conduct ETD. The most common ways to classify these
approaches are as follows: hardware-based, data-mining-based, or hybrid systems that use
elements of both. To resolve ETD in SGs, certain types of hardware, such as sensors, mi-
crocontrollers, and circuits, are required [14, 15, 16, 17]. The goal of these techniques is
to detect power theft that occurs as a consequence of physical interference between supply
management systems (SMS) and distribution power lines. This is not a reliable way for them
to detect cyberattacks on energy SMS. Theft of energy from SMS by hacking entails altering
EC measurements [18]. As an example, [14] identifies cases of power theft using a hardware
class-based approach. The use of temperature sensors allows the authors to both estimate and
detect NTL. Additionally, in order to detect energy theft, transformer overloading is employed
in [15]. Upon detection of overload at the transformer, a relay circuit is utilized to shut off the
transformer. This makes electricity theft less likely. These solutions are costly because they
require specialized hardware components that are difficult to procure and keep up-to-date,
and they also fail to detect cyberattacks. Class methods for ETD that are hybrid (using both

hardware and data mining) [19, 20, 21] employ both data mining (using ML and DL) and
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hardware-related approaches to find NTLs. When it comes to ETD in SGs, for instance, the
authors utilize SVM in their work [19]. Distribution transformer meters can detect suspicious
consumers and areas with a high risk of power theft by looking for unusual EC patterns. On
the other hand, by using a standalone machine learning classifier for ETD, the authors get
the maximum FPR value. In addition, the authors of [20] highlight the discovery of a new
and complex kind of electricity theft called colluding NTL, where many electrical fraudsters
collaborate to perpetrate electricity fraud. In order to record the EC of several houses in a com-
munity, an observer meter is installed. There are surveillance cameras to prevent cyberattacks
and interference-resistant devices to keep observer meters safe from physical interference. In
addition, in order to detect SMS that has altered EC data, a mathematical model is created
utilizing data collected from both the SMS and an observer meter. However, there is an ad-
ditional cost associated with the deployment and maintenance of hardware devices due to the

specialized hardware components needed for the hybrid category.

Data mining-based ETD strategies have recently attracted a lot of attention from academics
looking to combat electricity theft in small-group situations [18, 22, 23, 24]. The reason is
that those two types of ETD methods are quite pricey. A deep model for SG non-theft user
classification and power theft is presented by the authors of [18]. The problem of not a num-
ber (NaN) values is handled by methods of interpolation, while imbalanced data is addressed
by methods of synthetic data point production. One way to lower the dimensionality is by
using principal component analysis. Bayesian optimization is utilized to enhance the ETD’s
performance by modifying the model’s hyperparameters. Additionally, the adaptive moment
estimation (Adam) optimizer is used to optimize the model’s parameters for better results. The
SGCC dataset is utilized in the analysis of this paper. Some of the performance measurements
used in the research include accuracy, precision, recall, F1 score, and Matthews correlation
coefficient (MCC). These characteristics are also determined by the time, frequency, and hy-
brid domains. The use of a Bayesian optimizer to find possible solutions for hyperparameter

optimization, on the other hand, is time-consuming. When it comes to EC data, the authors of
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[22] recommend a deep stacked autoencoder with a Long Short-Term Memory (LSTM) based
structure for anomaly detection. It is believed that deep autoencoders may help identify com-
plicated patterns in data, whereas LSTM can capture large sequences of long-term time series
EC data. Hyperparameter optimization also makes use of a sequential grid search optimizer.
In order to train and evaluate the suggested and benchmark models, the Irish EC dataset is
utilized. Finding ETD in SGs is the objective. Yet, the evolution of stochastic features is
neglected. Furthermore, in order to properly classify clients of power theft, [23] developed an
LSTM-based DL model. We use consumption statistics from the real SGCC dataset for our
analytics. However, separate and independent methods are employed. The outcome is a high

FPR with low precision.

The authors construct a mixed DL model to identify NTL in SGs in [24]. The DL model that is
hybridized consists of the multilayer perceptron (MLP) and LSTM models. For EC data anal-
ysis, LSTM is the tool of choice, whereas MLP is employed for non-sequential information
utilization and analysis. The proposed hybrid model for SG NTL identification is trained and
evaluated using the Spanish Endesa dataset. But we ignore the problem of data imbalance. In
order to detect cases of power theft, a bagging ensemble random forest (RF) is employed in
[25]. More so, a stacked autoencoder is used to extract important features, which improves the
RF classifier’s ETD performance. Electronic Crime Records (ECRs) from Ireland and China
are used for theft analysis. Data balancing also makes use of RUS. On the other hand, the
proposed classifier becomes underfit because of RUS. Another deep model with low FPR that
the authors of [26] recommend is LFPR-DNN. To modify the model’s weights, one uses the
optimizer of gradient descent. To further reduce the influence of imbalanced data on ETD’s
efficacy, the focus loss function is employed. The two-stage training method proposed for
LFPR-DNN is considered. At the beginning, we tune the hyperparameters using grid search.
However, in the second stage, particle swarm optimization is used for fine-tuning. Also, in
order to uncover cases of power theft, the Irish EC dataset is examined. In contrast, hyperpa-

rameter tuning necessitates the use of grid search, which has a very high temporal complexity.
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In addition, the authors of [27] develop a robust detector for electrical theft by combining a
bidirectional gated recurrent unit (BiGRU) for the purpose of identifying and categorizing en-
ergy theft from typical users with an autoencoder for the purpose of reducing dimensionality.
In addition, BiGRU is able to detect drift patterns by learning long-term temporal dependency.
In addition, the proposed model’s overfitting issue is remedied by employing the dropout reg-

ularisation method.

The proposed model is trained and tested on the SGCC dataset. Furthermore, SGCC data is
counterbalanced by utilizing six hypothetical theft attacks on actual data. Also, in [28], there
is a power theft detector that uses an ensemble gradient boosting approach. The proposed de-
tector is composed of three strategies: XGBoost, LightGBM, and CatBoost. Data from smart
ECs in Ireland is used to conduct an investigation on power theft. The three theft detectors
mentioned earlier can have their FPR values and detection rates enhanced by using stochastic
characteristics. Additionally, feature extraction is executed using a weighted feature signif-
icance function to further simplify the training of the theft detectors in terms of both time
and space. However, the hyperparameters of the proposed boosting ensemble theft detectors
have not been fine-tuned. Using a boosting ensemble with feature engineering, ETD in SGs
is achieved in [29]. Data from the SGCC is used to train and evaluate the proposed ETD al-
gorithm. To top it all off, any missing data is filled in using the KNN interpolation approach.
Additionally, the data imbalance is addressed using a hybrid over- and under-sampling tech-
nique (SMOTE-Tomek). Feature extraction and a scalable hypothesis method are employed

to obtain reduced dimensions from the dataset.

Poor ETD performance and local optimum stagnation are the results of ignoring hyperparam-
eter fine-tuning in classifiers. Also, in [30], we see the creation of an ensemble-based DL
power theft detector. To get the final classification result, the proposed approach integrates
multiple deep learning models and feeds their outputs into the majority voting classifier. The

proposed model employs a DL model called a gated recurrent unit (GRU). The SG EC sam-

10
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ples taken from the residential energy disaggregation dataset (REDD) are utilized for theft
analysis. To find the best combination for identifying NTLs in SGs, six data balancing meth-
ods and fourteen classification approaches are integrated in [31]. These techniques include
stacking and maximum voting ensembles. A combination of the stacking classifier, edited
nearest neighbour (SMOTE-ENN), and synthetic minority oversampling is believed to be the
best approach for ETD in SGs in the end. In addition, the study makes use of the EC data from
the SGCC dataset. For further work, the authors of [32] propose ETD theft attacks, the LSTM
model, and the GRU (TLGRU) model. The components of TLGRU include a database based
on synthetic six theft attacks, a feature extraction method based on LSTM, and a classification
method based on GRU. The suggested model is also trained and tested using the SGCC daily
dataset. After comparing the proposed TLGRU to the benchmark schemes, the results show
that the former is superior. And yet, the hyperparameters of the proposed TLGRU model have

not been fine-tuned.

The usage of data mining techniques is employed by a few more articles. However, rather than
using them for end-to-end transit, they use them to protect internet of things (IoT) networks
from infiltration and cyberattacks, as mentioned in [33, 34, 35]. In order to identify cyberat-
tacks, the writers of [33] employ XGBoost, RF, and KNN. To counter this, the authors of [36]
employ a distributed stacking ensemble model for intrusion detection using fog computing.
This model incorporates XGBoost, KNN, and Gaussian naive Bayes techniques at level 1.
The output of the first-level classifiers is passed on to random forest, which acts as a second-
level learner, to complete the final classification at level 2. The authors of [34] employ CNNs
for anomaly-based intrusion detection to ensure the security of networks connected to the IoT.
Using a sparse evolutionary training-multi layer perceptron, a DL method is employed in [35]

to detect many cyber security risks in the context of the industrial IoT.

Before delving into the detailed analysis presented in Table 2.1, it is essential to provide a brief

overview of the key components encapsulated within this comprehensive summary. The table

11
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encapsulates a synthesis of various studies, elucidating the diverse techniques, datasets, con-
tributions, validation metrics, and limitations observed across the literature on electricity theft
detection. This structured presentation serves as a valuable reference point for understanding
the landscape of research in this domain, offering insights into the methodologies employed,
the datasets utilized, and the outcomes achieved. Through the systematic examination of these
factors, researchers can discern patterns, identify gaps, and glean valuable insights to inform

their investigative pursuits in combating electricity theft.

Table 2.1: Summary of techniques, datasets, contributions, validation metrics, and limitations in some
of the studies.

Techniques | Dataset Contributions Validation Limitations
Metrics

SVM, DT | Smart meter | To identify fraud- | Accuracy Reliable per-

and LR | data ulent customers formance

[37, 38] that purposefully metrics are not
steal power used

LSTM, Endesa Effectively use | ROC,PR AUC | Data  imbal-

MLP [39] sequential  data ance

and supplemental
information  to
identify ~ power

theft
Wide and | SGCC Identify  power | AUC, MAP Data  imbal-
deep CNN theft by using ance
[40] data’s local and

global properties
SMOTE, SGCC Enhanced ability | Fl-score, Overfitting
CNN and to identify fraud- | MCC
LSTM [41] ulent consumers
CNN, EISA RF is used in the | Fl-score High execu-
RF and last layer of CNN tion time
SMOTE to prevent local
[42] optima

The quest to combat energy theft has spurred a myriad of approaches, ranging from hardware-
based solutions to sophisticated data mining techniques. Yet, despite the diversity of strate-
gies, it is apparent that no single method can fully eradicate the problem. This underscores

the necessity for a holistic and multifaceted approach that integrates a variety of perspectives
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and technologies. As we conclude this literature review, it becomes clear that the landscape
of energy theft detection is characterized by a rich tapestry of research endeavors, each con-
tributing valuable insights and methodologies. From the early hardware-centric solutions to
the more recent data-driven approaches, researchers and practitioners alike have explored a
wide array of avenues in pursuit of effective countermeasures. However, amidst this diver-
sity, there emerges a common thread—the recognition that a comprehensive solution requires
the fusion of diverse expertise and methodologies. It is with this understanding that our re-
search endeavors to build upon the foundational works presented in the literature, drawing
upon insights from both academia and industry. By synthesizing these diverse perspectives
and leveraging cutting-edge technologies, we aim to develop innovative solutions that not only
enhance the resilience and security of modern power grids but also pave the way for a more
sustainable and equitable energy future. In doing so, we aspire to contribute to the collective
efforts aimed at mitigating the pervasive impact of energy theft and advancing the integrity

and efficiency of energy systems worldwide.

2.3 Chapter Summary

In this chapter, our journey encompassed an extensive and meticulous exploration of method-
ologies geared toward detecting electricity theft within SGs. We traversed a diverse spec-
trum of approaches, ranging from traditional hardware-based solutions leveraging special-
ized equipment to sophisticated data-mining techniques harnessing various ML and DL al-
gorithms. Moreover, we ventured into the realm of hybrid methods that intricately blend
hardware and data-mining approaches, offering promising avenues for enhanced theft iden-
tification. Throughout our discourse, particular emphasis was placed on ensemble methods
such as gradient boosting and stacking, renowned for their remarkable efficacy in augmenting
theft detection performance. Yet, amidst these promising strides, lingering challenges per-
sisted, notably in the form of imbalanced datasets and elevated False Positive Rates (FPR).
These challenges underscored the imperative for ongoing investigation and optimization ef-

forts to refine and validate these methodologies. By shedding light on the nuanced landscape
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of ETD within SGs, this chapter underscored the critical need for cultivating robust and scal-
able theft detection systems meticulously tailored to the intricate dynamics of SG environ-
ments. Through a holistic and comprehensive examination, we set the stage for subsequent
chapters to delve deeper into the development and evaluation of innovative approaches aimed
at addressing these pressing challenges and advancing the state-of-the-art in ETD. The fol-

lowing chapter will examine the methodology that we have put forward.

14



CHAPTER 3
PROPOSED METHODOLOGY

3.1 Introduction

ETD is a critical endeavour aimed at safeguarding utility systems from illicit consumption
practices. This chapter presents a comprehensive overview of the proposed model designed
to effectively detect instances of electricity theft. A preliminary examination of the data re-
vealed discernible differences in consumption patterns between two classes: real users (class
0) and fraud users, often indicative of electricity theft (class 1). EC data is typically gathered
through smart meters or various sensors deployed at consumer premises, with aggregated
data transmitted to centralized servers via communication networks. However, issues such
as smart meter failures, sensor malfunctions, or data transmission errors can result in miss-
ing or erroneous data entries within the dataset. To mitigate the impact of missing data on the
dataset’s integrity, a data preprocessing algorithm was developed to address these instances ef-
fectively, thereby preserving the dataset’s size and facilitating reliable analysis. To tackle this
challenge, a synthetic data generation technique, specifically the Synthetic Minority Over-
sampling Technique (SMOTE), was employed to augment the minority class (fraud users).
After that, the classification model was trained on this balanced dataset to make sure that
both classes were fairly represented and to improve the model’s ability to correctly identify
cases of electricity theft. Leveraging CNN as a feature extractor, we developed an ensemble
model integrating three powerful boosting algorithms for classification. Through soft voting,
predictions from XGBoost, LightGBM, and CatBoost were combined to enhance the model’s

predictive capabilities.

15



3.2 Data Preprocessing

3.2 Data Preprocessing

Data preprocessing is a critical stage in ML projects, serving as the foundation upon which
accurate and reliable models are built. One of the primary objectives of data preprocessing is
to address common issues such as missing values, and class imbalances, which can adversely
affect the performance of ML models if left unattended. Additionally, data preprocessing
helps standardize and normalize the data, ensuring that all features are on a similar scale and
distribution, thereby preventing certain variables from dominating the model training process.
Overall, data preprocessing is a crucial step that lays the groundwork for successful ML ap-
plications by ensuring that the input data is accurate, consistent, and appropriately formatted

for analysis.

3.2.1 Dataset Information

The dataset utilized in this study originates from the SGCC, consisting of real electricity con-
sumption data from 10,152 consumers over two years. It serves as a fundamental component
for evaluating the efficacy of the proposed model. Comprising consumer IDs, daily electric-
ity consumptions, and binary labels denoting entries as either real users or fraud users, this
dataset offers a comprehensive view of electricity usage patterns. A notable characteristic of
the dataset is its imbalanced class distribution, where instances are spread across a wide spec-
trum. Moreover, the dataset exhibits inconsistencies, including erroneous and missing values,
which necessitate preprocessing for accurate analysis. Notably, the dataset provides ground-
truth information, revealing that approximately 7.2% of all customers have been identified as
engaging in electricity theft. Each customer is assigned a label, either O or 1, indicating their
classification as a regular consumer or an electrical thief, respectively. These designations are
determined through rigorous on-site inspections conducted by SGCC personnel. Structured
in a tabular format, the dataset comprises individual customer records arranged in rows, with
daily power consumption data for each user represented in columns. Table 3.1 serves as a

crucial reference, providing a concise yet comprehensive overview of the dataset’s metadata.
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Table 3.1: Dataset Description

Description Values
Duration of data collection | 2014-2016
Total consumers 10152
Honest consumers 9466
Fraudulent consumers 686
Ground truth 7.2%

It offers clarity on the dataset’s structure, content, and key attributes, facilitating informed

decision-making and analysis during subsequent stages of research.

3.2.2 Handling the Missing Values

The dataset often exhibits instances of erroneous or missing values, commonly denoted as
NaN. These occurrences can stem from various sources, including malfunctioning smart me-
ters, unforeseen system maintenance, damaged distribution lines, or issues with data storage
infrastructure. The presence of missing or erroneous values poses a significant challenge dur-
ing the training of ML models, as it can severely impair their performance. While a conven-
tional approach to handling such issues involves the deletion of customer records containing
missing values, this simplistic solution may lead to the loss of valuable information encoded
within these records. To address this challenge, a more sophisticated method is employed
in this study to handle missing data effectively. Specifically, a linear imputation approach is
adopted, as detailed in Equation 3.1 [40]. This method aims to recover missing data points
by leveraging the existing information within the dataset, thereby preserving valuable insights

while mitigating the impact of missing values on the analysis.

il f x; € NaN,x;_; and X1 ¢ NaN
fxi) =40 if x; € NaN, x;_; or x;.1 € NaN (3.1
Xi ifxi ¢ NaN

Where x; represents the attribute of the electricity consumption data and NaN represents the

non-numeric value. If both x;_; and x;;.| are non-numeric values in the dataset, then they are
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replaced by zero; otherwise, missing values are replaced by taking the average of the previous
and next values in the dataset. The purpose of this imputation method is to recover the missing

values while maintaining the temporal continuity of the EC data.

3.2.3 Normalization

After addressing missing values within the dataset, the subsequent step involves normaliza-
tion, a critical process aimed at standardizing the range of input features. This normalization
step is particularly vital for DL models, where consistency in feature scaling greatly influ-
ences model performance. Extensive empirical studies consistently highlight the advantages
of training DL. models on normalized data, underscoring its pivotal role in achieving optimal
performance. The min-max normalization method, described by Equation 3.2 [43], provides
a structured approach to this standardization process. Through this method, each feature is
rescaled to fall within a predefined range, ensuring uniformity and facilitating better model
training and analysis. By leveraging the min-max normalization technique, we ensure that the
dataset’s features are appropriately scaled, thereby bolstering the reliability and efficacy of

subsequent analytical processes and model outcomes.

X; j — min (xi)

Xi j 3.2)

T max (x;) — min(x;)

The min(x;) and max(x;) represent the minimum and maximum values of EC of consumer i,
respectively. By ensuring that the data values are scaled within a consistent range, this trans-

formation helps DL models perform better during training and achieve better convergence.

3.2.4 Handling the Class Imbalance

In machine learning, addressing class imbalance is a critical concern, especially in scenarios
where one class significantly outnumbers the other. This imbalance can skew the performance

of algorithms, leading to biased predictions that favor the majority class. One of the prominent
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techniques employed to mitigate class imbalance [44] is the SMOTE. It is a data augmentation
technique designed to alleviate class imbalance by oversampling the minority class. Unlike
traditional oversampling methods that replicate existing minority class instances, SMOTE
generates synthetic samples based on the characteristics of the minority class. This is achieved
by interpolating between existing minority class instances to create new, synthetic examples.
Figure 3.1 provides a visual representation of the distribution of normal and theft classes
within the dataset before the application of the SMOTE. This visualization offers insights
into the imbalance between the two classes and underscores the need for data augmentation
techniques to address this imbalance effectively.
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Figure 3.1: Normal and theft classes’ distribution before SMOTE implementation

The process of generating synthetic samples involves identifying a minority class instance and
its nearest neighbors in the feature space. Then, synthetic instances are created along the line
segments connecting the minority class instance to its neighbors. By synthesizing new ex-
amples, SMOTE effectively expands the minority class, balancing the distribution of classes
in the dataset. One of the key advantages of SMOTE is its ability to address the imbalance
issue without introducing bias toward the majority class. By generating synthetic samples that

closely resemble existing minority class instances, SMOTE ensures that the model receives
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sufficient training data from both classes, facilitating more robust learning. After the imple-
mentation of the SMOTE, Figure 3.2 illustrates the distribution of normal and theft classes,
showcasing the impact of data augmentation on re-balancing the dataset and facilitating more
robust model training.
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Figure 3.2: Normal and theft classes’ distribution after SMOTE implementation

This augmentation technique enhances the generalization capability of classifiers, improv-
ing their predictive performance on unseen instances. Moreover, SMOTE can improve the
generalization performance of ML models by providing additional training examples for the
minority class. This can lead to enhanced model accuracy, particularly in tasks such as fraud

detection, where correctly identifying instances of minority classes is of utmost importance.

3.3 Analysis of Energy Consumption Pattern

Understanding energy consumption patterns is crucial for detecting anomalies indicative of
electricity theft within smart grid systems. By juxtaposing the consumption patterns of real
users and electricity thieves, these figures highlight the significance of identifying irregulari-
ties and fluctuations in energy usage data to mitigate the risk of theft and ensure the integrity

of power distribution networks. In Figure 3.3, we present the energy consumption pattern of
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a typical real user within the dataset. This depiction offers a glimpse into the consistent and
relatively stable consumption behavior exhibited by legitimate electricity consumers. This
visualization showcases regular energy usage habits, serving as a baseline for identifying ab-

normal consumption patterns.
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Figure 3.3: Real user consumption pattern

Figure 3.4 provides insight into the energy consumption pattern of an electricity thief, con-
trasted against that of the real user. Here, we observe distinct fluctuations and irregularities in
the consumption curve, indicative of fraudulent activity. These abrupt variations in energy us-
age patterns serve as key indicators of potential theft or misuse, underscoring the importance

of robust detection mechanisms in identifying and addressing such anomalies effectively.
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Figure 3.4: Fraud user consumption pattern

The visual analysis presented in the above figures underscores the importance of leveraging
data insights to combat electricity theft effectively. By recognizing the distinct consumption
patterns of legitimate users and potential fraudsters, utility companies can enhance their de-
tection mechanisms and safeguard the reliability of power distribution systems. These figures
serve as a visual reminder of the ongoing efforts to mitigate energy theft and ensure the equi-

table distribution of electricity resources for all stakeholders.

3.4 Proposed model’s algorithm

In our quest for robust electricity theft detection, we embarked on a systematic journey, strate-
gically leveraging CNN as a proficient feature extractor. By harnessing the inherent capabili-
ties of CNN, we aimed to capture nuanced patterns and intricate relationships within the input
data, thus facilitating more discerning feature representation. Subsequently, we meticulously

crafted an ensemble model by amalgamating the predictive prowess of three eminent boosting
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algorithms for classification tasks. This ensemble approach, orchestrated through soft voting,
engenders a harmonious collaboration among the individual models, culminating in a collec-
tive decision-making process that enhances the overall accuracy and reliability of our detec-
tion system. To provide a comprehensive visual elucidation of our proposed methodology,
an illustrative diagram in Figure 3.5 delineates the architectural framework of our detection
system and elucidates the intricate interplay between feature extraction, classification, and en-
semble aggregation strategies. By presenting a holistic overview of the model’s architecture,
this figure offers invaluable insights into the synergistic integration of diverse components,
thus empowering a deeper understanding of the underlying mechanisms driving our detection

framework’s efficacy and performance.
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Figure 3.5: Overview of the proposed system model

Our combined approach of utilizing CNN-based feature extraction and ensemble modeling
represents a significant advancement in the realm of electricity theft detection for smart grids,
demonstrating superior accuracy and efficacy in identifying fraudulent activities within energy

distribution systems.
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3.4.1 Feature Extraction by CNN

Feature extraction using CNN plays an important role in various domains, including fraud
detection in electricity consumption datasets. In the context of this study, CNN is employed
to extract meaningful features from the electricity consumption data, which are subsequently
used for classification tasks to distinguish between normal and abnormal consumption pat-
terns. CNN is a class of deep learning models specifically designed for processing structured
grid-like data, such as images, time series, and sequences. The architecture of CNN consists
of multiple layers, including convolutional layers, pooling layers, and fully connected lay-
ers. These layers work collaboratively to extract hierarchical representations of input data,
capturing both local and global patterns. In the case of electricity consumption data, CNN is
applied to the daily consumption readings of consumers over a specified period. Each con-
sumer’s consumption data is treated as a time series, with each time step representing a day’s

consumption.

The CNN architecture in [45] is configured to analyze these sequential data points and extract
discriminative features that capture underlying consumption patterns. The feature extraction
process begins with the input layer, where the consumption data is fed into the network.
Convolutional layers play a crucial role in feature extraction by applying filters across the in-
put data and identifying spatial and temporal patterns present in the consumption sequences.
These filters, also known as kernels, slide across the input data, performing element-wise
multiplications and aggregations to produce feature maps. Pooling layers are interspersed be-
tween convolutional layers to downsample the feature maps, reducing the dimensionality of
the data while retaining essential information. Max-pooling, for example, selects the maxi-
mum value from each region of the feature map, preserving the most significant features. As
the data passes through successive convolutional and pooling layers, it undergoes hierarchical
feature extraction, with deeper layers capturing increasingly abstract representations of the in-

put data. The extracted features are then flattened and passed through fully connected layers,
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which further process the features and map them to the output layer for classification.
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Figure 3.6: CNN architecture for feature extraction

In the context of fraud detection in electricity consumption datasets, CNN is adept at captur-
ing subtle consumption patterns indicative of fraudulent behavior. By analyzing sequential
consumption data, CNN can identify anomalies, irregularities, or fluctuations in consumption
patterns that deviate from normal usage. These extracted features serve as valuable inputs to
downstream classification models, enabling accurate detection of fraudulent activities. Over-
all, feature extraction using CNN empowers fraud detection systems to leverage the inherent
structure and temporal dependencies present in electricity consumption data. By capturing
relevant patterns and anomalies, CNN enhances the effectiveness of classification models,

enabling more robust and accurate identification of fraudulent behavior.

3.4.2 Ensemble Boosting Model

In our pursuit of enhancing the effectiveness of fraud detection systems, we adopted a strategic
ensemble learning approach. By integrating three powerful gradient-boosting models - XG-
Boost, LightGBM, and CatBoost - we aimed to capitalize on their strengths while mitigating
inherent weaknesses. This comprehensive strategy not only diversifies the learning process
but also ensures a more robust and accurate fraud detection system. Through the technique of

soft voting, we amalgamated the predictions of these models, facilitating a thorough analysis
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of the data and ultimately leading to improved system performance and reliability. Detailed
explanations of each model are provided below for a comprehensive understanding of their

contributions.

3.4.2.1 Extreme Gradient Boosting

It is also known as XGBoost, an essential component of the ensemble model utilized for fraud
detection in this study, and operates on a foundational principle rooted in gradient boosting, a
robust technique in machine learning renowned for its ability to construct predictive models
by sequentially training decision trees. Within the context of electricity consumption data,
XGBoost leverages this technique to iteratively refine predictions by correcting errors made
by preceding models, ultimately capturing intricate non-linear relationships between input

features and the target variable.

The mechanism behind XGBoost’s effectiveness lies in its iterative approach [46], where each
subsequent decision tree is trained to rectify the errors of its predecessors. Through a process
of gradient descent, XGBoost minimizes a predefined loss function, effectively optimizing
the model’s predictive capabilities with each iteration. Additionally, XGBoost introduces reg-
ularization techniques to prevent overfitting, ensuring the model’s generalizability to unseen

data. XGBoost optimizes the objective function outlined in Equation 3.3.

n K

Obj(®) = Y Ly, $:)+ Y, Q(fi) (3.3)

i=1 k=1

L(y;,¥;) represents the loss function, which measures the model’s error in predicting the target
y; compared to the predicted value y;. Q(f;) is a regularization term that penalizes model
complexity. It discourages the creation of overly complex decision trees, which can lead to

overfitting.

Furthermore, XGBoost incorporates weighted sampling techniques to address class imbal-
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ance, a common challenge in fraud detection datasets where instances of fraud (class 1) are
significantly outnumbered by normal activities (class 0). By assigning higher weights to mi-
nority class samples during training, XGBoost mitigates the risk of bias towards the majority
class, enabling more accurate detection of fraudulent behaviors. In addition to its robustness
to class imbalance, XGBoost offers insights into feature importance through its built-in func-
tionality for evaluating variable importance. By analyzing the contribution of each feature
to model performance, domain experts can gain valuable insights into the underlying fac-
tors driving fraudulent activities in electricity consumption datasets. Moreover, XGBoost’s
parallelized implementation and optimization algorithms ensure scalability, making it well-
suited for handling large-scale datasets commonly encountered in fraud detection scenarios.
Its efficient training and inference processes enable real-time detection capabilities crucial for

safeguarding against potential threats to electricity consumption infrastructures.

3.4.2.2 Light Gradient Boosting

Light Gradient Boosting is also known as LightGBM, a critical component of the ensem-
ble model utilized for fraud detection, and is a gradient-boosting framework developed by
Microsoft. It stands out for its efficiency, scalability, and high-performance capabilities, mak-
ing it well-suited for handling large-scale datasets commonly encountered in fraud detection

scenarios.

At the heart of its mechanism [47] lies the concept of gradient boosting, which involves it-
eratively training an ensemble of decision trees to improve predictive accuracy. LightGBM,
however, introduces several innovative techniques to enhance the efficiency and effectiveness
of gradient boosting. One of its key innovations is its histogram-based approach to decision
tree construction. Unlike traditional algorithms that use level-wise or depth-wise tree growth
strategies, it employs a leaf-wise growth strategy. This strategy selects the leaf with the maxi-

mum delta loss, resulting in a more balanced tree structure and reducing computational costs.

Moreover, it implements a gradient-based one-side sampling (GOSS) technique to speed up
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the training process. It focuses on retaining the instances with large gradients during the
sampling process while discarding instances with small gradients. This selective sampling
approach preserves the information crucial for model training while reducing computational
overhead. It optimizes an objective function comprising the components outlined in Equation

3.4.

n

K

: R 1

Obj(©) = Y L(yio9i) + Y 5 Alwil*+7iwid (34)
i=1 k=1

L(y;,¥;) represents loss function. A and y are regularization parameters. ||wy|| represents

weights of decision tree leaves.

Additionally, it utilizes a distributed computing framework that enables parallel and dis-
tributed training across multiple machines. This distributed training capability significantly
accelerates the model training process, making LightGBM well-suited for large-scale fraud
detection applications where timely decision-making is critical. Furthermore, it incorporates
built-in support for handling class imbalance, a common challenge in fraud detection datasets
where instances of fraud are significantly outnumbered by normal activities. By incorporating
class weights or adjusting the threshold for decision-making, it can effectively address class

imbalances and improve the detection of fraudulent activities.

Its significance within the ensemble model extends beyond its capabilities, playing a pivotal
role in enhancing the overall performance and efficacy of the ensemble. Its unique strengths,
including its efficient training process, scalability, and adeptness at handling class imbalances,
energize those of other algorithms like XGBoost and CatBoost. Through this harmonious in-
tegration, it contributes to the diversification and robustness of the ensemble, enabling it to
navigate complex data landscapes with greater accuracy and reliability. By harnessing its

capabilities, the ensemble model not only achieves heightened levels of accuracy in detect-
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ing fraudulent activities but also exhibits enhanced efficiency in processing and analyzing vast
volumes of EC data. Thus, it emerges as a cornerstone element within the ensemble, augment-
ing its overall performance and reinforcing its utility in combating electricity theft within SG

environments.

3.4.2.3 Categorical Boosting

Categorical Boosting is also known as CatBoost, an integral part of the ensemble model em-
ployed for fraud detection, and is a gradient-boosting framework developed by Yandex. It
is renowned for its robustness, scalability, and native support for categorical features, mak-
ing it well-suited for handling complex datasets commonly encountered in fraud detection

scenarios.

At the core of its mechanism [48] lies the gradient boosting algorithm, which iteratively trains
an ensemble of decision trees to improve predictive accuracy. However, CatBoost incorpo-
rates several innovative techniques to enhance performance and address challenges inherent
in fraud detection datasets. One of its key innovations is its implementation of ordered boost-
ing, which minimizes the impact of overfitting by considering the order of categorical features
during tree construction. Unlike traditional gradient boosting algorithms that rely on random
or predefined feature orders, it automatically selects the optimal feature ordering based on sta-
tistical significance, leading to more accurate and robust models. Moreover, it introduces the
concept of oblivious trees, which enables parallelization of tree construction without compro-
mising accuracy. By splitting categorical features into multiple numerical features, CatBoost
facilitates parallel processing, thereby accelerating training without sacrificing predictive per-
formance. Its direct handling of categorical variables enhances its usability and effectiveness
in real-world data analysis tasks. It optimizes an objective function that incorporates the fol-

lowing components, as depicted in Equation 3.5.
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m

Obj(®) = Y L(yi, %) Z ~(gj+h;j) (3.5)
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L(y;,¥;) represents the loss function, measuring the model’s error in predicting the target y;
compared to the predicted value y;. g; and h; are the first and second-order gradients for

categorical features.

It incorporates a novel technique known as learning-to-rank, which optimizes model perfor-
mance by directly optimizing ranking metrics such as ROC-AUC (Receiver Operating Char-
acteristic - Area Under the Curve). This approach is particularly beneficial in fraud detection
scenarios where the focus is on ranking instances based on their likelihood of being fraud-
ulent. It offers built-in support for handling missing values, categorical features, and class
imbalance, a common challenge in fraud detection datasets where instances of fraud are sig-
nificantly outnumbered by normal activities. By automatically handling these complexities,
it simplifies the model development process and enhances the reliability of fraud detection

systems.

The importance of CatBoost in the ensemble model lies in its ability to complement other
algorithms, such as XGBoost and LightGBM, by providing diversity and resilience to the
model ensemble. By leveraging its robustness, native support for categorical features, and
optimization for ranking metrics, the ensemble model can achieve superior performance in

identifying fraudulent activities in electricity consumption data.

3.4.3 Soft Voting

Soft voting, also known as weighted averaging, is a popular ensemble learning technique used
to combine the predictions of multiple base models to make a final decision. In the context
of a fraud detection project, where an ensemble model consisting of XGBoost, LightGBM,

and CatBoost classifiers is employed, soft voting plays an important role in aggregating the
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individual predictions of these classifiers to arrive at a consensual prediction. The soft vot-
ing process involves assigning weights to the predictions of each base model based on their
respective confidences or probabilities. Instead of simply counting the votes of each model
equally (hard voting), soft voting considers the confidence levels associated with each predic-
tion. Specifically, the predicted probabilities generated by each base model for each class (0

for real users and 1 for fraud users) are averaged or weighted according to their importance.

| Classifier 1 ‘ Classifier 2 Classifier 3 | Classifier 4 | Classifier 5 |
Class 1 Class 1 Clazz 1 Class 1 Clazsz 1
Clazsz 2 Clazsz 2 Clazs 2 Clazsz 2 Clazs 2
Class 3 Class 3 Class 3 Class 3 Class 3
Average

of
claszes

l

e
Final prediction:
Class 1/2/3

Figure 3.7: Soft voting

In the ensemble model, each base model (XGBoost, LightGBM, and CatBoost) independently
predicts the likelihood of an instance belonging to each class. These individual predictions are
then combined using soft voting. Each model’s prediction is weighted according to its perfor-
mance or confidence level, with more accurate or confident models receiving higher weights.
The final prediction for each instance is obtained by averaging or summing the weighted
predictions across all base models. Soft voting allows the ensemble model to leverage the
strengths of each base model while mitigating their weaknesses. By incorporating the confi-
dence levels of the base models into the decision-making process, soft voting produces more

robust and accurate predictions compared to individual models or hard voting. Additionally,
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soft voting provides a mechanism for handling uncertainties and discrepancies among the base
models, resulting in more reliable predictions for fraud detection in electricity consumption

data.

3.4.4 Essence of Boosting Ensembles for Machine Learning

Boosting ensembles represent a powerful paradigm in machine learning, particularly in the
context of fraud detection systems like the one developed for this thesis project. At its core,
boosting is a technique aimed at combining multiple weak learners, such as decision trees or
simple classifiers, into a single strong learner. This process iteratively focuses on the instances
that were misclassified in the previous iterations, thereby progressively improving the overall

predictive accuracy of the ensemble.

In the context of this project, where the goal is to detect instances of electricity theft, the
essence of boosting ensembles lies in their ability to effectively identify subtle patterns and
anomalies in complex datasets. By leveraging algorithms like XGBoost, LightGBM, and
CatBoost, each known for their efficiency in handling large-scale, high-dimensional data, the
fraud detection system can extract nuanced features and discern fraudulent activities amidst

legitimate electricity consumption patterns.

One of the key advantages of boosting ensembles is their adaptability to various data dis-
tributions and learning tasks. In the case of ETD, where the data may exhibit imbalances
between normal and fraudulent instances, boosting models can dynamically adjust their focus
to prioritize the minority class, thus improving the system’s sensitivity to detecting fraudulent

activities while minimizing false positives.

Moreover, the iterative nature of boosting allows the model to continuously refine its predic-
tions, iteratively learning from past mistakes and updating its decision boundaries to better
capture the underlying patterns in the data. This iterative learning process contributes to the

robustness and generalization capabilities of the ensemble, enabling it to perform effectively
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on unseen data and adapt to changing trends in electricity consumption patterns.

Overall, the essence of boosting ensembles lies in their ability to harness the collective in-
telligence of multiple weak learners to create a powerful predictive model. In the context of
this project on ETD, leveraging boosting algorithms like XGBoost, LightGBM, and CatBoost
enables the system to effectively identify and mitigate instances of fraud, thereby enhancing

the reliability and security of the power grid.

3.4.5 Model Training

To facilitate the training of our proposed ensemble model using the SGCC dataset, we lever-
aged the resources offered by Google Colaboratory, a cloud-based platform renowned for its
versatility and accessibility. Equipped with a 2.9GHz Intel processor and boasting 16 GB of
GPU memory, our computational environment was fortified with a high-performance NVIDIA
T4 GPU, ensuring seamless execution of resource-intensive machine learning tasks. The in-
tegration of Google Colaboratory with leading machine learning frameworks such as Ten-
sorFlow and PyTorch further augmented our capabilities, empowering us to harness the full
potential of the T4 GPU for accelerated model training and analysis. Leveraging this cutting-
edge infrastructure, we embarked on a comprehensive exploration of the SGCC dataset, em-
ploying sophisticated ensemble techniques to extract meaningful insights and detect patterns
indicative of electricity theft. Through meticulous experimentation and refinement within this
conducive computational environment, we endeavored to optimize our model’s performance

and bolster its effectiveness in real-world applications within Smart Grid environments.

During the model training phase of the fraud detection project, the primary objective is to min-
imize the loss function while maximizing accuracy over multiple epochs of training. Utilizing
CNN as a feature extractor, the model undergoes extensive training for 50 epochs to learn
discriminative features from the electricity consumption data. The training process involves
iteratively adjusting the model parameters to minimize the loss function, which quantifies

the disparity between predicted and actual class labels. Through backpropagation and gradi-
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ent descent optimization techniques, the model’s performance gradually improves with each
epoch, resulting in enhanced accuracy and predictive capabilities for identifying fraudulent
activities. By leveraging the computational power of the Google Colaboratory T4 GPU and
employing ensemble learning techniques for classification, the model training phase aims to

develop a robust fraud detection system capable of effectively detecting anomalies in EC data.

Table 3.2: Pseudocode of the proposed model

Algorithm 1 Pseudocode of the proposed theft detection model

Input: Data, D where D= (x,x3,....,Xx,,y); X are features and y is the label
1: Data Pre-processing

- Missing value imputation

- Dataset normalization

- Handling class imbalance using SMOTE
2: Feature Extraction
ConvolutionalNeuralNetwork < D

3: Train and Test Split

- Train ML models < Xiqin € X

- Test ML models < Xiest € X

- Create a voting ensemble of the models
- Determine evaluation metrics

Output: Accuracy, Precision, Recall, F1-score and ROC-AUC
Graphical representations of confusion metrics and ROC-AUC

The pseudocode outlines the overarching process of the project, detailing each step from data
preprocessing to model training and evaluation. It provides a structured framework for im-
plementing the proposed approach, incorporating key algorithms and methodologies. This
pseudocode serves as a roadmap, guiding the development and implementation of the model

to address the challenges of electricity theft detection effectively.

3.5 Chapter Summary

The methodology used to conduct the research for this thesis is discussed in this chapter.
Through systematic data preprocessing techniques, including missing value imputation, nor-

malization using the min-max method, and class rebalancing via SMOTE, the dataset is re-
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fined for subsequent analysis. The utilization of CNN for feature extraction is elucidated,
emphasizing the significance of normalized data in optimizing deep learning model perfor-
mance. Model training takes center stage, with an ensemble approach integrating XGBoost,
LightGBM, and CatBoost classifiers via soft voting. This section also outlines the configu-
ration of the Google Colaboratory T4 GPU for efficient model training, highlighting the it-
erative process of minimizing loss functions and enhancing accuracy across multiple epochs.
The suitability of our proposed model is determined in the following chapters based on per-

formance metrics. The subsequent chapter will address the results and discussions.
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CHAPTER 4
RESULTS AND DISCUSSIONS

4.1 Introduction

In this research, our primary objective revolves around addressing the issue of electricity theft
to mitigate NTLs within the power grid. By focusing on the detection and prevention of fraud-
ulent electricity consumption, we aim to safeguard the integrity and efficiency of the power
distribution network. Electricity theft poses significant challenges to utility providers, leading
to financial losses and operational disruptions. Our goal is to develop robust methodologies

that can effectively identify instances of theft and enable proactive intervention strategies.

In this chapter, we delve into a detailed examination of our research outcomes, emphasizing
the evaluation metrics and performance analyses employed to assess the efficacy of our pro-
posed solutions. Through a combination of tables and visual representations, we provide a
comprehensive overview of the performance of our detection models. These metrics serve as
critical indicators of the reliability and accuracy of our approach, offering valuable insights
into its practical applicability in real-world scenarios. By meticulously analyzing the results
and engaging in insightful discussions, we aim to elucidate the effectiveness of our method-

ologies in combating electricity theft and minimizing NTLs within the power grid.

4.2 Evaluation Metrics

In this section, we extensively examine the chosen performance metrics [49] for evaluating
the effectiveness of the supervised machine learning algorithms employed in our study. These
algorithms are trained on labeled training data, comprising features and corresponding class
labels. Subsequently, the trained classifiers are assessed based on their ability to generalize
and make predictions on unlabeled data. To ensure a comprehensive and impartial evalua-

tion, we employ a suite of performance metrics, including accuracy, F1 score, ROC-AUC,
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precision, and recall. These metrics are widely regarded as reliable indicators of a model’s
performance across various domains. The cornerstone of our evaluation process is the con-
fusion matrix, which provides a detailed breakdown of the model’s predictions. From the
confusion matrix, we derive key metrics such as True Positive (TP), True Negative (TN),
False Positive (FP), and False Negative (FN), which offer insights into the classifier’s ability
to correctly classify instances of electricity theft and genuine consumers. Each performance
metric is elucidated further below, shedding light on its significance in assessing the model’s

performance and effectiveness in detecting instances of ET.

Accuracy: A prominent performance metric called accuracy evaluates the percentage of prop-
erly identified samples out of all the samples that have been categorized. When the dataset
shows an equal frequency of samples from all classes, this measure is very appropriate. Equa-

tion 4.1 is used in the accuracy calculation.

Accuracy = IP+IN 4.1)
YT TPYTNLFP+FN '

Accuracy serves as a valuable indicator of the model’s overall classification effectiveness

when evaluating its performance.

Precision: It is a performance indicator that assesses how well a model predicts good out-
comes. The definition of this term is the proportion of customers who are accurately catego-
rized as electricity thieves (True Positive) to all positive predictions, including both accurate

and inaccurate positive classifications. The precision (P) is found by the equation 4.2.

TP
Precision = —— “4.2)
TP+ FP

This measure reveals how well the model avoids false positives, or how exact it is in classi-
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fying occurrences as electricity thieves. An increased accuracy score indicates a decreased

likelihood of mistakenly classifying law-abiding customers as power thieves.

Recall: The capacity of a model to capture every occurrence of a positive class is measured by
this performance parameter. Its definition is the proportion of customers who are accurately
labeled as thieves in all cases that legitimately fall into the positive class, including both

accurate and inaccurate classifications. Recall (R) is calculated using the equation 4.3.

TP
Recall = ——— 4.3)
TP+FN

In situations when it is essential to find every instance of the positive class, this measure is
very helpful. Increased false positives might be the price paid for a higher recall score, which

indicates that the model is more successful in catching the majority of true positive cases.

F1-score: The Fl-score is an index that provides a fair assessment of a model’s performance
by combining accuracy and recall into a single number. The F1-score is defined as the har-

monic mean of recall and precision. It may be computed using the equation 4.4.

RxP
R+ P

F1 score =2 x

4.4)

A greater number in the F1-score suggests a better balance between recall and accuracy. The
score goes from O to 1. Since it takes into account both kinds of mistakes in the classification
process, it is especially helpful in situations where it is necessary to reduce both false positives

and false negatives.

ROC-AUC: It is a performance statistic that’s used to assess a classification model’s discrim-

inating power across various thresholds. The true positive rate (TPR) and FPR are shown
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against one another on a probability curve. Equation 4.5 is how the ROC-AUC is computed.

FP
AUC-ROC = ——— 4.5)
FP+TN

The area under the curve in ROC-AUC illustrates the model’s capacity to discriminate be-
tween positive and negative cases. Greater discriminatory power, or the ability of the model
to distinguish between positive and negative instances over a range of threshold values, is

indicated by a ROC-AUC value that is greater (closer to 1).

4.2.1 Analysis of Evaluation Metrics

The evaluation and comparison of model performance stand as a pivotal aspect of this re-
search, as we seek to ascertain the effectiveness of our proposed approach in detecting in-
stances of ET within SGs. Our study delves into the intricacies of model selection and ensem-
ble methodologies, juxtaposing the performance of our proposed ensemble model against in-
dividual baseline classifiers. Each classifier, comprising CatBoost, LightGBM, and XGBoost,

is meticulously evaluated with default settings to establish a benchmark for comparison.

Through the aggregation of these individual classifiers via a voting ensemble method, we
construct a robust and comprehensive model tailored specifically for identifying power theft
within SGs. This ensemble approach harnesses the collective intelligence of diverse classi-

fiers, capitalizing on their unique strengths to achieve enhanced performance and accuracy.

Utilizing Python’s scikit-learn library, we meticulously partition the dataset into distinct train-
ing and testing subsets, ensuring a balanced representation of data for model training and
evaluation. The choice of an 80-20 split ratio strikes a balance between model training and

validation, allowing for robust evaluation of performance metrics.

In addition to evaluating the performance of our proposed methodology using traditional met-
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rics like accuracy and precision, we also employed confusion matrices to gain deeper insights
into the model’s classification behavior. A confusion matrix provides a detailed breakdown of
the model’s predictions, showing the number of true positives, true negatives, false positives,
and false negatives. This allows us to assess the model’s ability to correctly classify instances
of normal and fraudulent electricity consumption, as well as identify any potential areas of
misclassification. By analyzing the confusion matrix, we can pinpoint specific patterns of
misclassification and fine-tune our model to improve its overall performance. This granu-
lar analysis complements traditional performance metrics, providing a more comprehensive

understanding of the model’s strengths and limitations in detecting electricity theft.
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Figure 4.1: Confusion matrix of 2 classes

Our comprehensive analysis showcases notable enhancements in various model performance
metrics, highlighting the effectiveness of our proposed methodology in addressing ETD. Note-
worthy improvements are observed across a range of evaluation criteria, including accuracy,

precision, recall, Fl-score, and the pivotal ROC-AUC metric. The ensemble model, in par-
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ticular, exhibits superior performance compared to individual baseline classifiers, underscor-
ing its efficacy in distinguishing between legitimate and fraudulent instances of electricity
consumption. Within the context of our ETD project, the Receiver Operating Characteristic
(ROC) analysis assumes particular significance as a key evaluation metric. By illustrating the
trade-off between TPR and FPR, ROC analysis provides valuable insights into the model’s
discriminatory capabilities, offering a nuanced assessment of its performance in identifying

instances of electricity theft.

The ROC curve for the SVM model, characterized by an area under the curve (AUC) of 0.72,
illustrates its ability to distinguish between legitimate and fraudulent instances of electric-
ity consumption. While this performance metric signifies some level of discrimination, it is

notably lower compared to other models integrated into the ensemble.
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Figure 4.2: SVM model’s ROC curve

The ROC curve for the LR model exhibits a commendable performance, with an AUC value

of 0.76, indicating its efficacy in accurately classifying instances of electricity theft. This
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higher AUC value suggests that the LR model achieves a better balance between true positive

and false positive rates compared to the SVM model.
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Figure 4.3: LR model’s ROC curve
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The ROC curve for the XGBoost model illustrates its robust performance in detecting in-

stances of electricity theft, boasting an impressive AUC value of 0.83. This superior AUC

score surpasses both the SVM and LR models, indicating that XGBoost excels in distin-

guishing between fraudulent and genuine electricity consumption patterns. With its high dis-

criminatory power, the XGBoost model significantly enhances the ensemble’s fraud detection

capabilities, underscoring its pivotal role in bolstering the overall effectiveness of the system.
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Figure 4.4: XGBoost model’s ROC curve

The ROC curve for the proposed ensemble model demonstrates an exceptional performance
with an AUC of 0.99. This remarkable AUC value signifies the ensemble’s outstanding abil-
ity to discriminate between normal and abnormal instances of electricity consumption. With
such a high AUC score, nearing the ideal value of 1, the ensemble model exhibits robust-
ness and reliability in identifying fraudulent activities within the power grid. The collective
strength of XGBoost, LightGBM, and CatBoost, each renowned for their effectiveness in han-
dling complex datasets and capturing intricate patterns, synergizes to enhance the ensemble’s
predictive power. By leveraging the diverse strengths of these gradient-boosting algorithms,
the ensemble model achieves unparalleled performance, significantly surpassing individual
models in isolation. This outstanding ROC curve underscores the efficacy of the ensemble
approach in bolstering fraud detection capabilities, providing utilities with a potent tool to

combat electricity theft effectively.
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Figure 4.5: Proposed model’s ROC curve

With a ROC-AUC value of 0.99, our proposed ensemble model demonstrates exceptional
discriminative ability, effectively distinguishing between normal and abnormal energy con-
sumption patterns. This heightened sensitivity not only aids in identifying potential instances
of energy theft but also serves as a valuable tool for electric utilities in mitigating energy loss

and enhancing operational efficiency.

Furthermore, our findings underscore the significance of the ROC-AUC metric in the con-
text of energy theft detection within Smart Grids. The strong correlation between ROC-AUC
scores and on-site inspection costs highlights the cost-effectiveness and practical utility of our
proposed approach in real-world applications. In essence, our research showcases the supe-
riority of the ensemble model over individual baseline classifiers, offering a comprehensive
and effective solution for detecting ET in SGs. Through rigorous evaluation and analysis, we
provide valuable insights into the practical implications and potential benefits of our proposed

methodology in addressing the pressing challenge of energy theft.
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4.3 Comparison With Other Existing Models

Our investigation delves deep into the performance assessment of our proposed model relative
to other baseline models in the domain of identifying power theft within SGs. Each classifier
is meticulously selected and deployed individually with default settings, while our innovative
approach amalgamates disparate classifiers using a sophisticated voting ensemble method.
Leveraging the robust functionalities of Python’s scikit-learn library, we meticulously parti-

tion the dataset into distinct training and testing subsets, adhering to an 80% to 20% ratio.

The outcomes of our comprehensive analysis unveil compelling evidence of substantial en-
hancements across all pertinent performance metrics, underscoring the efficacy of our pro-
posed methodology. Noteworthy is the discernible utilization of high-performing individual
classifiers such as CatBoost, LightGBM, and XGBoost within our model architecture, con-
tributing significantly to its superior performance outcomes. Intriguingly, while our approach
excels, we observe that the SVM classifier exhibits comparably diminished efficacy, indicat-
ing areas for potential refinement. Detailed scrutiny of ROC curves reveals stark differences
between our proposed model and the established baselines. Particularly striking is the excep-
tional ROC-AUC value of 0.99 achieved by our method, surpassing the performance of Logis-
tic Regression, SVM, and XGBoost classifiers. Furthermore, our proposed model boasts an
impressive accuracy rate of 99%, distinctly outperforming alternative models with LR (93%),

SVM (88%), and XGBoost (94%) classifiers.

Table 4.1: Summary of results

Models Accuracy | Precision | Recall | F1-score | ROC-AUC
LR 0.93 0.54 0.64 0.56 0.76
SVM 0.88 0.57 0.56 0.57 0.72
XGBoost 0.94 0.54 0.86 0.56 0.83
Proposed Model | 0.99 0.99 0.97 0.98 0.99
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The table 4.1 presents a comprehensive summary of the evaluation metrics for different mod-
els used in the study, including LR, SVM, XGBoost, and the Proposed Model. Accuracy
denotes the proportion of correctly classified instances, while precision measures the model’s
ability to correctly identify positive instances among all instances predicted as positive. Re-
call, also known as sensitivity, represents the proportion of actual positive instances that were
correctly identified by the model. Fl1-score is the harmonic mean of precision and recall,
providing a balance between the two metrics. ROC-AUC assesses the model’s ability to dis-

tinguish between classes, with higher values indicating better performance [50].

Comparing the models, it is evident that the Proposed Model outperforms LR, SVM, and XG-
Boost across all metrics. With an accuracy of 0.99, the Proposed Model achieves near-perfect
classification accuracy, significantly higher than the other models. Similarly, the precision,
recall, and F1-score for the Proposed Model are substantially higher compared to LR, SVM,
and XGBoost, indicating its superior ability to accurately classify instances of electricity theft.
Furthermore, the ROC-AUC score of 0.99 for the Proposed Model signifies excellent discrim-
ination between normal and fraudulent instances of electricity consumption, surpassing the

performance of LR, SVM, and XGBoost.

Overall, the results highlight the superiority [51] of the proposed model in detecting electricity
theft, as it achieves consistently higher accuracy, precision, recall, F1-score, and ROC-AUC
compared to the baseline models. This underscores the effectiveness of the ensemble approach
and the integration of multiple classifiers in enhancing detection capabilities, thereby offering

a robust solution for combating electricity theft in smart grids.

The remarkable level of accuracy demonstrated by our approach resonates strongly across
various supplementary evaluation metrics, reaffirming its robustness in accurately distinguish-
ing between normal and abnormal electricity consumption patterns. This efficacy holds im-
mense significance for electric utilities, empowering them to efficiently identify and address

instances of energy theft, consequently mitigating losses and ensuring the integrity of the
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power grid. Furthermore, the observed correlation between the costs associated with on-site
inspections and the ROC-AUC scores underscores the critical need for cost-effective strate-
gies in electricity theft detection endeavors. ROC-AUC emerges as a pivotal metric, serving
as a barometer for assessing the effectiveness of such efforts within the context of smart grids.
Through a meticulous series of simulations, our proposed model unequivocally establishes its
superiority over baseline approaches across a spectrum of key performance indicators, includ-
ing accuracy, ROC-AUC, F1-score, and precision values. This validation solidifies its position
as a formidable asset in the ongoing battle against electricity theft, offering tangible benefits

for utility companies and enhancing the resilience of energy distribution networks.

4.4 Chapter Summary

In this chapter, we conducted a comprehensive evaluation of various performance metrics to
assess the efficacy of our proposed model for ETD within SGs. Through meticulous analysis
and comparison with baseline models, we demonstrated the superior performance of our ap-
proach, which integrates a diverse ensemble of classifiers. The evaluation metrics employed,
including accuracy, ROC-AUC, F1-score, and precision, provided valuable insights into the
model’s capabilities in distinguishing between normal and abnormal energy consumption pat-
terns. Notably, our proposed model showcased remarkable accuracy, outperforming tradi-
tional classifiers such as Logistic Regression, SVM, and XGBoost. Additionally, ROC curves
illustrated the discernible differences in performance between our model and the baselines,
with our approach consistently exhibiting superior ROC-AUC values. This chapter serves as
a testament to the effectiveness of our proposed methodology in combating electricity theft,
offering a robust framework for energy utilities to enhance detection capabilities and mini-
mize energy losses. The succeeding chapter will encompass the conclusion of our study as

well as considerations for future work.
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CONCLUSIONS AND FUTURE WORKS

5.1 Conclusions

The proposed approach for ETD represents a culmination of sophisticated methodologies,
amalgamating boosting classifiers with a cutting-edge CNN architecture tailored for extract-
ing salient features from smart meter data. This ensemble model stands as a testament to our
commitment to innovation and efficacy in combating the pervasive issue of energy theft within
SG environments. Through meticulous evaluation utilizing a real-world dataset sourced from
SGCC, our model’s performance shines with resounding success, boasting an impressive ar-
ray of performance metrics. Notably, our model achieves a remarkable 98% F1 score, indicat-
ing a harmonious balance between precision and recall, essential for reliable fraud detection.
Additionally, the model exhibits a 97% recall rate, affirming its ability to accurately identify
instances of ET, thereby minimizing false negatives. With a staggering 99% accuracy rate, our
approach attains an unprecedented level of precision, instilling confidence in its efficacy and
reliability. The ROC-AUC score of 99% further underscores the model’s robustness, signaling
its exceptional discriminatory power in distinguishing between normal and fraudulent energy
consumption patterns. Complemented by a precision score of 99%, our model emerges as
a formidable tool in the fight against energy theft, surpassing conventional baseline methods
by a significant margin. Looking ahead, our vision extends beyond mere validation to prac-
tical implementation within the operational frameworks of Bangladeshi power distribution
companies. Herein lies the true potential of our model, poised to serve as a NTL detector, ef-
fectively discerning between legitimate and illicit energy consumers. By deploying our model
in real-world scenarios, we aspire to contribute to the enhancement of operational efficiency
and revenue protection, thereby fostering sustainable growth and resilience within the energy

sector.
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5.1.1 Research outcomes

The culmination of our research endeavors heralds a significant breakthrough in the detec-
tion of ET, offering profound implications for the resilience and reliability of power sys-
tems. Through meticulous analysis and rigorous experimentation, our proposed approach has
demonstrated unparalleled effectiveness in identifying instances of illicit energy consumption.
The ensemble model, leveraging boosting classifiers, stands as a testament to our commitment

to innovation and excellence in combating ET.

Upon scrutinizing smart meter data, our utilization of the CNN architecture as a feature ex-
tractor, coupled with the ensemble model as the output classifier, has yielded exceptional
results. The robustness of our methodology is underscored by the remarkable performance
across a myriad of evaluation metrics. With an F1 score of 98%, recall of 97%, accuracy of
99%, ROC-AUC of 99%, and precision of 99%, our model exhibits unparalleled proficiency

in discerning fraudulent activities.

Moreover, our research outcome transcends the realm of mere detection, furnishing invaluable
insights poised to fortify the resilience and reliability of modern power systems. Through
proactive measures aimed at curbing energy theft, our approach not only guarantees unin-
terrupted service delivery but also cultivates sustainable energy practices. Specifically, the
application of our methodology within smart grid systems heralds promising prospects, en-
dowing utilities with the capabilities to preemptively thwart illicit energy consumption and
uphold the sanctity of energy resources. As evidenced by our model’s stellar performance
metrics about previous research, its efficacy in addressing the multifaceted challenges of elec-
tricity theft stands as a testament to its superiority and potential impact in safeguarding energy

infrastructures and fostering a sustainable energy future.
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5.2 Future Works

The future prospects of ETD are laden with opportunities for advancement and refinement. As
we conclude our current research endeavour, it becomes imperative to delineate the pathways

for future works, aiming at bolstering the efficacy and applicability of our proposed model.

* Incorporating our model with AMI and grid monitoring systems holds the potential for

enhanced detection performance.

» Expanding model applicability and addressing data availability challenges through col-

laboration will validate its robustness.

 Efforts to enhance efficiency by upgrading computational resources can significantly

accelerate detection in large datasets.

As we look to the future of ETD, prioritizing computational efficiency, integration with grid
monitoring systems, and dataset expansion are key. By leveraging advanced resources and
collaborative efforts, we aim to fortify our model, advancing the field towards more resilient

and sustainable energy practices.
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